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COLORADO SPRINGS, Colo. — To
address the threat that cyber attacks
pose to space- and ground-based
telecommunications networks, the
commercial firms that make up the
National Security Telecommunications
Advisory Committee (NSTAC) are testing =~ Kay Sears, president of Intelsat
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NSTAC, which includes top executives from network service providers
and telecommunications, information technology, aerospace and
finance companies, began a pilot program the week of April 12 to create
a central repository for information on cyber-security threats in specific
sectors. That central repository will acknowledge receipt of information
received and maintain a list of liaisons from companies involved, said
Kay Sears, president of Intelsat General Corp. of Bethesda, Md., and
NSTAC co-chairwoman.
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covering the space partnership to identify and respond to any activity that threatens

industry communications networks, Sears said April 12 during the National
Space Symposium'’s first full-day session addressing cyber-security
issues. “Enhanced space situational awareness will provide a clear and
accurate understanding of what is happening in the environment and
allow timely and successful decision-making over a broad range of
scenarios,” she added.
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Ultimately, the NSTAC seeks to establish a Joint Coordinating Center to
operate around the clock and assist government and industry in
preventing, mitigating and responding to cyber-security incidents of
national consequence. “The Joint Coordinating Center will be an
authoritative venue for operational coordination between government
representatives and private-sector owners and operators of critical
infrastructure and key resources across all sectors,” Sears said.

This effort underscores the growing concern among government and
industry officials that space-based communication networks are
becoming increasingly vulnerable to attack from adversaries. “Our use
of space can be severely limited through intentional and non-intentional
jamming, interference and through unauthorized access to our
telemetry, tracking and control systems, our teleports, our power
systems and denial-of-service interruptions at the data level,” Sears
said. “The threat picture has really expanded, and cyber is at the
foundation.”

Moreover, those communication networks underpin critical elements of
U.S. financial operations, transportation networks, energy infrastructure
and military operations, said Mike McConnell, former director of national
intelligence and senior vice president of Booz Allen Hamilton of
McLean, Va.

Last year, the U.S. Air Force gave responsibility for addressing threats
in cyberspace to Air Force Space Command. In addition, the service
established the 24th Air Force at Lackland Air Force Base in Texas to
oversee the cyberspace mission. As part of the initial operational
capability declared in January, the 24th Air Force commander gained
authority over the Air Force network, which means he can determine
what hardware and software will be used to improve the network’s
ability to support ongoing operations as well as to defend against cyber
threats, said Gen. Robert Kehler, commander of the Air Force Space
Command. Full operational capability will come this fall, he said.

By giving the Air Force Space Command authority over cyber-security
issues, the Air Force is recognizing the nexus between the space and
cyber-security missions, according to government and industry officials
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attending the conference. “Space is largely about information flow,” said
Air Force Lt. Gen. Larry James, commander of the Joint Functional
Component Command for Space. “It's making sure the right information
gets from the right sensor with the right content to right person at right
time.”

Cyber-security means keeping that information flowing and protecting
the networks that operational commanders rely upon, including
communications networks, GPS, missile warning networks and space
surveillance networks, James said. In addition, military officials need up-
to-date information on the status of their networks, whether they are
under attack and how to protect them, he said.

However, that does not mean that the military will be able to defend all
communications networks at all times, Kehler said. Instead, the officials
will focus on mission assurance by determining which elements are
critical to the success of a mission and how those specific elements can
be protected, he said.
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